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Abstract: The rise and regularity of cybersecurity incidents have increased the demand for trained
workforce professionals. Institutions of higher education have responded by including practical
hands-on exercises such as capstones, labs, and simulated attack-and-defend ‘Capture-the-Flag’
scenarios. Many degree programs also encourage students to gain experience via internships.
This paper considers real-world experience gained by students through another means—by assist-
ing law enforcement personnel in defending Super Bowl 50 cyberspace. This annual game, with
high security requirements and international prominence, provided a unique opportunity to reflect
whether ‘live-fire” experiences can improve technical and professional skill sets of students who
are emerging from higher-education into the workforce.
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Introduction

In the United States, the Super Bowl is an annual, internationally-prominent, sports-related, mass
gathering. It is the culminating event of the American professional football season, and routine-
ly draws stadium crowds in excess of 80,000 plus an international audience of over 100 million
watching the event on television (Grossi 2014). In 2002, in the wake of the September 11th atroci-
ties, the visibility and significance of the event resulted in its being designated by the United States
President as a National Security Special Event (NSSE) (United States Government 18 U.S.C. §
3056[e]). Because of its magnitude and significance, the Super Bowl is routinely classified as a
Special Event Assessment Rating of 1 (SEAR 1)—an event that warrants the support of the Amer-
ican Government (Reed n.d). As a SEAR 1 event, the 50th annual Super Bowl (Super Bowl 50, or
‘SB50’) involved a number of organisations, including: the Federal Bureau of Investigation, the
Department of Homeland Security, the Secret Service, Customs and Border Control, the U.S. Post-
al Service, the Transportation Security Administration, the Federal Aviation Administration, the
U.S. Air Force, and the U.S. Coast Guard—all led by the Santa Clara Police Department (SCPD)
(Grossi 2014).
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Super Bowl 50 was hosted by Levi’s stadium in Santa Clara, California. This stadium was de-
signed and constructed with 1200 WiFi hotspots and bandwidth (40 gigabits per second) to allow
all guests simultaneous, real-time WiFi access during games. There are sufficient connections—40
times that of any other stadium in the U.S.—for it to be considered one of the most high-tech sports
venues to date (Bajarin 2014). Such infrastructure also supports emergency services, crowd con-
trol, and the evolving ‘fan experience’ of such activities as watching instant replays and ordering
products that are then delivered to the fans at their seat while in the stadium (Martin 2016).

Within this environment, a cohort of 65 students drawn from predominantly Computer Science
(CS) and Computer Security and Information Assurance (CSIA) majors worked to assist the SCPD
in developing and implementing solutions to protect and defend the ‘cyberspace’ of the SB50
event from any would-be assailants looking to damage the reputation of those involved, to cause
disruption in the fan experience, or to prevent any other attackers with sinister motives. The focus
of this paper is on the experience gained from the perspective of the students. The paper considers
whether real-world exercises such as this are of merit, whether they improve student knowledge of
working in the cyber field, and whether they help to prepare students for future work in the cyber
workforce.

In the next section, entitled ‘Related Work’, the authors examine the developing need of cyberse-
curity education and the move towards incorporating more practical experience. The section enti-
tled ‘Contribution” highlights the contribution of this paper to the field of cybersecurity education;

‘Methodology’ details the project structure and processes for engagement with Super Bowl 50;
and ‘SB50 Project Development’ describes the process taken to identify new learning by student
participants. The section called ‘Discussion’ considers the results of new learning by students, and

‘Conclusions’ provides closing remarks about the overall project.

Related Work

The idea of universities and similar institutions teaching cyber-related curricula is not new. The
first undergraduate degree to feature the term ‘hacking’ appeared in 2006 (Abertay 2016), while
many programs in information security were available as far back as the 1990s (Kessler & Ram-
say 2013). The typical forms of teaching cyber within higher-education institutions have since
aggressively moved away from the more traditional forms of teaching (lectures, reading literature,
understanding concepts in principle) as students often cannot apply the academic principles they
have learned to a realistic environment (Willems & Meinel 2012). Available literature in the public
domain shows that the ‘Capture-the-Flag’ (CtF) genre, whereby a specific aim or goal is set, typi-
cally for an offensive exercise such as obtaining a particular file from a system, has remained very
popular as an educational tool to help students understand how to configure, respond, defend, at-
tack, and exploit networked systems. Indeed, many security organisations have taken to using this
model of ‘gamification’ (Herr & Allen 2015) as a recruiting tool, including government, as seen in
the Government Communication Headquarters (GCHQ 2011) and the National Security Agency
(NSA 2014). Others encourage a team-based model of this approach. Conklin (2007) describes an
information security practicum course whereby students, working as part of a team, make amend-
ments in a simulated small business environment. Changes are issued via memos and outside of
student class time (for example, by introducing malware or the ‘accidental’ deletion of a file).
The real-world simulation is kept by maintaining system states between classes (thus, providing
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the sense of continuity), by incorporating the input of industry professionals (thus, preventing the
instructor from doing the ‘same old thing’), and by focusing on the business (thus, preventing stu-
dents from treating them like their ‘personal playgrounds”) (Conklin 2007). Rege (2015) applies
cyber curricula to students without a strong background in computing (criminal justice majors).
Such students encounter issues with the prevailing CtF model, namely novice encouragement,
temporal constraints, and skewed experiences (barriers to entry based on prior knowledge).

Similar practical educational exercises have been developed for other, more focused areas within
the cyber realm. Sitnikova, Foo, and Vaughn (2013) discuss their experiences taking the experi-
ential model in cybersecurity learning and applying it to the realm of Supervisory Control and
Data Acquisition (SCADA) systems. Practical exercises were designed which helped to maximise
student education of cyber within this area while minimising the amount of time needed overseas
at specialist training facilities.

Dopplick (2015) nicely sums up these worldwide trends in experiential cybersecurity learning:
technical project-based activities, competitions, training and research are becoming commonplace
as are universities “teaming with companies to provide structured programs on an ongoing basis”
(84). Such exercises focus on providing simulated, controlled, safe, and legal, opportunities for
student practice (National Institute of Standards and Technology [NIST] 2018a; NIST 2018b). Yet
the recommendations of the USA National Initiative for Cybersecurity Education (NICE) exhort
the need to challenge the assumptions and analyse the rationale for past, present, and proposed
future cybersecurity education; and, inspire, explore, and experiment, with creative, innovative
approaches to education, even to the degree that they might “disrupt or defy the status quo” (NIST
2016, n.p.).

The SB50 engagement serves as one such possible innovative or disruptive approach to cybersecu-
rity education. A review of available literature indicates SB50 is one of the few times that students
have been directly involved in providing cyber-capability for such a high-profile, high-risk event.
At best, students have traditionally been involved in more of an ‘observational’ role with limited
direct input. Many students have gained practical experiences while working in internships over a
period of ten weeks or so (NIST 2018c). However, internships cannot guarantee intensive periods
during which there is a heightened sense of imminent cyberattack. The intense focus of analysing
data and responding in real time to possible threats is simulated in competitions (for example, CtF).
However, knowing that it is indeed a simulation often leads to a cavalier approach that would not
be acceptable under duress in a real-world attack-and-defend situation (for example, aggressive-
ly changing firewall rules that block the threat actor, but inadvertently also preventing real users
from carrying out essential business activities). The NICE Cybersecurity Workforce framework
itemises recommended or required cybersecurity skills and abilities related to communication,
collaboration, and teamwork (Table 1, below). Many of these directly relate to the experiences
noted and comments made by students who participated in the Super Bowl 50 project. However,
nowhere does the NICE framework specifically address the need to work effectively under urgent
decision-making conditions. Student participation in cybersecurity at an event such as Super Bowl
50 had the advantage of the students’ experience of the heightened awareness that accompanies the
threat of attack on an organisation, rather than a simulated threat.

Journal of Information Warfare 108

www.manaraa.com



Cyber-Securing Super Bowl 50: What Can a Live-Fire Football Match Teach Students about Becoming Better
Cybersecurity Professionals?

Number Description

S0070 Skill in talking to others to convey information effec-
tively (note this does not really imply collaboration or
communication, merely conveying information clearly)

S011 Skill at interfacing with customers

S0244 Skill in managing client relationships

S0301 Skill in writing about facts and ideas in a clear, convinc-
ing, and organized manner

S0341 Skill to articulate intelligence capabilities available to
support execution of the plan

S0315 Skill to articulate the needs of joint planners to all-
source analysts

S0343 Skill to orchestrate intelligence planning teams, coor-
dinate collection and production support, and monitor
status

S0356 Skill in communicating with all levels of management

including Board members (such as interpersonal skills,
approachability, effective listening skills, appropriate use
of style and language for the audience).

A0011 Ability to answer questions in a clear and concise man-
ner
A0013 Ability to communicate complex information, concepts,

or ideas, in a confident and well- organized manner
through verbal, written, and/or visual means.

A0074 Ability to collaborate effectively with others

A0076 Ability to coordinate and collaborate with analysts re-
garding surveillance requirements and essential informa-
tion development

A0077 Ability to coordinate cyber operations with other organi-
zational functions or support activities

A0078 Ability to coordinate, collaborate, and disseminate, in-
formation to subordinate, lateral, and higher-level, orga-
nizations.

A0082 Ability to effectively collaborate via virtual teams

A0098 Ability to participate as a member of planning teams, co-

ordination groups, and task forces, as necessary.

Table 1. Skills and abilities from the NICE Cybersecurity Workforce Framework that are related to ‘live-fire’ educa-
tional opportunities (Newhouse et al. 2017)

SB50 Project Development

Initial contact and invitation

To identify smaller real-world engagement opportunities for capable students, faculty of the
School of Business & Management CS and CISA programs had, for years, been leveraging con-
tacts through alumni and through state, federal, and professional organisations. Early in the spring
of 2015, a high-level alumnus reached out to a leading faculty member of the program as a Point
Of Contact (POC) and invited cybersecurity student participation as SB50 observers. During the
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remainder of the spring semester, a selected team of students led by the POC researched similar
previous high-level events, evaluated what program students could potentially offer as value-add-
ed event support, and made site visit plans.

Initial site visits and proposed expanded role

As both an information-gathering and experiential-learning exercise, in early summer the faculty
POC and student team travelled to the SB50 event site and observed site-security operations for
several significant sporting and entertainment events. Using information gathered, prior research,
and forecasts of possible added value, the team proposed providing several services to support
event cybersecurity. Based on the quality of their preparation and the proposed services, the role
of the student team to be fielded for the event was elevated from merely observing to actively con-
tributing to the effort. Subsequently, additional site visits were conducted to test proposed services
and associated proof-of-concept equipment.

Creating the team

This project presented unique real-world experiential learning opportunities for students, including
a window into security issues for a SEAR-1 event; interaction with high-level security profession-
als; and provision of professional-quality cybersecurity support for an internationally-prominent
event. The goals of the project were, therefore, to maximise the number of students who could
appropriately participate, to maximise their opportunities to do so, and to stress professionalism
and value-added quality for the event.

Due to the high-profile nature of the engagement (an ‘academic exercise’ for a significant, re-
al-world, live-fire event), a senior faculty member acted as Project Manager (PM). The PM was
responsible for project administration and troubleshooting; for guiding the project team; and for
serving as project liaison with event leadership, University administration, and supporting vendors.

The nature and scope of the goals and services necessitated a team structure comprised of six sub-
teams by area (Area Teams) with the following responsibilities:

+ Operations—this group worked with the PM on areas such as team coordination and com-
munication, and to clarify and communicate information of significance to SB50 deci-
sion-makers on the day of the event;

 Technical—these students were responsible for project system analysis and design, spe-
cialised hardware and software implementation, and database administration and manage-
ment;

« Infrastructure—this group was responsible for the operation and maintenance of Universi-
ty research centre hardware and software that supported specialist project systems;

« Information Gathering—these students were in charge of surveillance, aggregation, and
distillation of open-source information regarding the event and for identifying potential
security issues;

« Site Security—this group focused on the University site and personnel security for opera-
tions during the engagement; and,

« Communications—these students served as public relations liaisons between Project/Area
Teams, the University, SB50 leadership, and public media.
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Students who had participated in the summer site visits, who had prior experience or skills, or
who had demonstrated the capability for mature leadership were selected to lead the Area Teams
(Team Leads). Several had already been contributing to the project since the initial spring alumnus
contact; several stepped up at the start of the fall semester. Faculty with specific expertise acted as
subject matter experts and POCs for the Area Teams.

Due to the sensitive nature of the engagement and the data that would be observed, the Communi-
cations Team was tasked with writing a first draft Non-Disclosure Agreement (NDA) with Levi’s
Stadium. The first draft was then refined by the PM in collaboration with them, with SCPD, Uni-
versity administration, and legal counsel. Because of the notoriety of SB50, it was also anticipated
that many students would offer to participate on the Project Team regardless of their ability to do
so. For example, students might have had the skills and maturity but not the free time unless they
jeopardised their academic progress or other responsibilities. Others might have had the free time
but lacked the maturity to maintain operational security or professionalism. The PM, therefore,
wrote a Memorandum Of Understanding (MOU) to ensure students grasped and acknowledged
the importance of balancing project participation with their other responsibilities, as well as the
professional behaviour expected of all project team members.

Due to the unique learning opportunity presented by SB50, it was decided early on to include
as many students in the experience as feasible. An open invitation was broadcast to all students
and a large lecture hall was used to introduce the project. The PM and Team Leads presented the
project opportunity and scope, the Area Teams, and the professionalism expected of participants.
Interested students signed up, listed their preferred Area Teams, and noted any special skills or
abilities they had that were relevant to the project. Team Leads identified those students best suited
to supporting the various project areas, consulted with the PM, and issued invitations to the respec-
tive students. Sixty-five students, primarily CS and CSIA majors, formed the overall project team.
Some students with a broad range of skill, ability, and interests participated in more than one sup-
port area. All project team members were given counselling on appropriate channels of communi-
cation regarding project inquiries and on maintaining operational security. They were also required
to sign an NDA and MOU (which were then countersigned by the PM on behalf of the University).

Security operations and the many federal, state, local, and industry support groups at SEAR-1
events require considerable space, resulting in limited ‘seating’. The Project Team was, therefore,
structured for the eventuality of needing a small group on-site (dubbed the ‘Away Team”). This
consisted of an experienced CSIA faculty mentor, a staff member from university PR, and the
minimum number of Team Leads needed to support on-site event cybersecurity. The rest of the
Project Team that remained behind was dubbed the ‘Home Team’. The Away Team was expected
to provide direct cybersecurity support at the event site; act as liaisons, interpreting and coordi-
nating requests to/from event leadership; and, coordinate and interpret information flow from the
Home Team. The Home Team was responsible for providing behind-the-scenes support for the
Away Team, for maintenance and operation of project infrastructure, for continuous monitoring of
observed information, for addressing event leadership requests for information, and, for summaris-
ing and communicating back any information on potential threats or in response to direct requests.
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Away Team members were Team Leads from Operations, Technical, and Communications. Con-
sequently, these individuals took on the added responsibility of identifying and training ‘seconds’:
individuals capable of leading the respective Home Team Area activities once the teams separated.

Pre-Event preparation

In the fall semester, several pieces of specialised equipment were installed on site and were tested
both locally and remotely. During this same period, Project Team students conducted preparatory
activities ranging from software, database, and infrastructure development, to learning about nu-
ances managing PR for a major event. Dry-run exercises were conducted to develop and debug
procedures, and to train and prepare students, teams, and team leaders.

For this event, the extensive preparation and run-up was interrupted for almost a month due to the
winter break. The PM and several Team Leads remained active during the break. However, once

the spring semester began, it was necessary to reconvene the Project Team and re-establish team
cohesiveness rapidly.

As part of event preparation, an early on-site Table-Top Exercise (TTX) was held to simulate var-
ious levels of incident criticality, and to surface security issues for consideration and resolution.
The PM represented the university at the initial TTX and, with approval, communicated the simu-
lation scenarios and key issues to the Project Team. To help students with responsibility for team
leadership better understand the complexity of such multi-agency event support, they and the PM
observed an actual cybersecurity TTX at the Vermont Emergency Operations Center. Finally, in
preparation for SB50, those same students conducted a TTX to brainstorm and troubleshoot antici-
pated problems with supporting security for the live event, such as issues with hardware, software,
or communication glitches; planned processes or procedures; communication and coordination
within Area Teams; and coordination between the Home and Away Teams.

One week to go

The real-world exercise involved collaboration and communication at many levels, in different
contexts, and with a variety of law enforcement and technical professionals as well as within stu-
dent teams. This was especially true in the final week run up to, and the weekend surrounding the
event.

To coordinate with event leadership and agency support, the Away Team travelled to the site a
week before the event. The team coordinated with event leadership and representatives of various
law enforcement groups, professional technical experts, and public relations personnel. Operations
and Technical members of the team also collaborated with Levi’s Stadium IT to assure techni-
cal and procedural readiness, while Communications members of the team supported event PR.
During this time, the Home Team tested project systems, team readiness, and real-time communi-
cations with the Away Team by conducting daily dry-run sessions 6 PM to 10 PM Monday through
Thursday.
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During the event

The Home Team stood up full operations at 6 PM on the Friday before game day. Predetermined
rosters of Home Team students working in each Area Team, supervised by the PM and sever-
al faculty POCs for Area Teams, supported shifts around the clock. During this time, the Away
Team shifted roles. The Communications members acted as an on-site extension of the Informa-
tion-Gathering team, while the Technical and Operations members monitored and evaluated data
from site instruments and coordinated with the Home Team for requests from event leadership.
In general, the Away Team was embedded with federal, state, and local law enforcement, public
safety, and stadium technical personnel and stood ready to respond to specific tasks. During the
event, several questions, issues, and items of interest arose; and requests from SB50 law enforce-
ment to act on them were relayed from the Away Team Operations Leader to the appropriate Away
Team or Home Team subgroup, and in some cases to both. Leaders for the Home Team received
the relayed tasks and had to coordinate their specific team activities to generate results that were
accurate, substantive, and timely. Furthermore, they had to work within the overall Team structure
to provide clear, concise, appropriate responses in support of a high-risk, high-profile event. In
short, they were under considerable pressure to collaborate and communicate, and to ‘get it right’
in many senses of that phrase. Event cybersecurity support was maintained for approximately

60 hours, until a post-game ‘all clear’ order from SB50 event leaders was received the following

Monday morning.

Post-Event
Participation in the event generated local media interest. As a result, once operational security
was no longer a concern, several Team Leads participated in local PR opportunities. The Techni-
cal and Infrastructure teams collated data collected from the event and created backup copies of
the aggregated data. Finally, all Project Team students were invited to participate in a post-event
questionnaire.

Evaluation Methodology

Engaging in cybersecurity at such a significant event certainly comes with its own rewards for
students. Beyond kudos, however, it is important to consider how such an exercise lends itself to
improving student Knowledge, Skills, and Abilities (KSAs), and their professionalism. To gauge
the event’s effectiveness as a learning tool, participants were invited to complete a survey with
open-ended questions rather than having them select from a specific set of keywords or Likert
scale choices.

The questions focused on three key areas. First, to identify what and where their skills came from,
students were asked to evaluate their prior knowledge and level of preparedness for the event
(Questions 1-3 in Table 2). Second, to identify their expectations for engaging in the project,
students were asked what they had hoped to gain by participating (Question 4, Table 2). Third,
to gauge benefits of participating, students were asked to reflect upon the experience and of their
learning (Questions 5-6 in Table 2). To allow the cohort a reasonable period of reflection about
what they personally achieved from the exercise, the survey was distributed at the end of the spring
2015 semester to all student participants in the SB50 event.
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Survey Questions |

Descriptive | Q1 Q2 Q3 Q4 Q5 Q6
Terms

Academic|733
Classes

Clubs & Soci- | 13.3
eties

CtF Competi- | 6.7
tions

None 6.7 8.3 15.4
Internships 16.7
Communica- 25 19.2
tion
Organization 8.3
Leadership 16.7 7.7 7.7 26.9
Technical 25 38.5 154 26.9
Practical Exp. 23.1 76.9 11.5
Confidence 154
Teamwork 100 154

Table 2. Categories of terms used by students to describe their preparedness, expectations, and reflections regarding
Super Bowl 50 event participation; all results are a percentage of each question (column) total
Legend: Q1 — Prior knowledge of cybersecurity; Q2 — Prior preparations; Q3 — Areas that were lacking; Q4 — Ex-
pected KSAs required; Q5 — Memorable moments; and, Q6 — KSAs gained post-event

Of the 65 students who took part in the Super Bowl 50 project, 25% responded to the question-
naire. The low response rate may have been due, in part, to a variety of circumstances: over half
the project team consisted of first- and second-year students, there was no ‘before’ survey circulat-
ed prior to the event to set expectations of a follow-up, a response bias may have favoured those
students who took on added responsibility as leaders of the various project team sub-groups, or the
end-of-spring distribution point came at a time when students were either distracted by ongoing
academic activities or so far post-event as to be less motivated to give feedback.

Responses for each question were examined for the descriptive terms used and the terms cate-
gorised. The gist of each question and the extrapolated answers are presented in Table 2, above.
(Values shown are percentages of categories provided as answers.)

Discussion

Prior knowledge/preparedness (Questions 1-3)

Question 1 sought to elicit student perceptions about the cybersecurity profession, particularly the
skills the students deemed most important. Question 2 and 3 together also sought similar informa-
tion but were framed by the context of this particular project (Super Bowl 50).

When asked what they knew about cybersecurity as a profession before involvement with the ex-
ercise, most respondents used terms indicating technical skills obtained from lab-based academic
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learning (73.3%), from extra-curricular activities (such as campus clubs and professional societies;
13.3%), from CtF experiences (6.7%). A small percentage (6.7%) indicated that they had no prior
knowledge. Of interest was the near-unanimous focus on technical ability. There were no indica-
tions of any ‘soft’ skills, such as interpersonal collaboration or communication, as highlighted by
the NICE Cybersecurity Workforce framework (Table 1, above).

When asked what KSAs prepared participants for the SB50 project, students still emphasised
technical skill (25%), but also anticipated a need for those ‘soft’ skills, such as: communication
(25%), leadership (16.7%), prior professional experience (internships; 16.7%), and organisational
skills (8.3%). A few (8.3%) felt they had no KSAs that prepared them for the experience. Overall,
technical ability now only accounted for a quarter of the responses (Table 2, above).

When considering areas in which they felt they were lacking, most of the respondents again fo-
cused on technical ability (38.5%) and prior professional experience (23.1%). Confidence (15.4%)
and leadership (7.7%) were the only other soft-skill areas highlighted (Table 2, above).

Expectations of the event (Question 4)

Question 4 prompted students to describe the skills they believed were needed to undertake the
SB50 project. Technical skills only accounted for 15.4% of the responses, with practical experi-
ence taking the largest percentage at 76.9%. References to practical experience included terms
such as “real world experience”, “how cyber plays into big events”, “understanding security re-
quirements”, “working on a large scale project”, and “how events are run and secured”. Technical
ability was still a core part of the answers, but the terms used also fit communication, organisation,

and management abilities (Table 2, above).

Reflection on experience and learning (Questions 5 and 6)

Question 5 allowed the students to describe, in their own words, what was most memorable about
being part of SB50. Question 6 sought the same information, prompting students to consider any
KSAs obtained.

Students unanimously answered that the teamwork required was the most memorable aspect of
working on SB50. Although some technical abilities were mentioned in passing, no respondent
explicitly highlighted any new technical skills or abilities he or she acquired during the project.
Asking the students to focus on KSAs they obtained helped explicate what “teamwork” meant to
them in this context: technical and leadership skills (26.9% each), communication (19.2%), peer
collaboration (15.4%), and practical experience (11.5%) (Table 2, above).

Results Interpretation

The purpose of this questionnaire was to assess if there was academic merit to students engaging
in planning, organising, and participating in an event such as Super Bowl 50. Events such as these
could be an innovative or disruptive approach to cybersecurity education by providing the focus
and intensity of a CtF with the professional experience obtained during an internship.
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Before participating in Super Bowl 50, students tended to consider cybersecurity an almost exclu-
sively technical discipline. However, upon being asked what skills were needed for such a project,
soft skills were identified (communication, leadership, organisation). The teamwork needed for
an event of this magnitude and scope was, unanimously for students, their most salient memory.
However, when asked to consider new KSAs obtained, only one quarter highlighted new technical
abilities. The remainder highlighted skills expected of young professionals entering the workforce.
The nature of the exercise, the team structure to cope with it, and the interaction necessary within
the team and with external professionals from a variety of disciplines appear to have stressed the
critical nature of collaboration and communication—the so-called ‘soft skills’ in cybersecurity.

Conclusions

This paper presented a unique opportunity undertaken by a student cohort—having assisted in
defending cyberspace during Super Bowl 50. Students began working a year in advance on a wide
range of event preparations that culminated in a focused, intensive week capped off by around-the-
clock support before, during, and after the game. A review of existing literature did not reveal sim-
ilar engagements in which students provided active support alongside law enforcement and other
personnel; at most students have been given observational opportunities. Thus, this engagement
serves as a potential example of an innovative new approach to cybersecurity education. Given
the limited data, do such real-world event processes and opportunities merit recommendation to
other academic institutions? Would students seeking employment in the cybersecurity sector gain
knowledge, skills, or abilities that improved their ability to perform in industry, or would the exer-
cise be simply a novel distraction?

The prior build-up to the event allowed students to experience the extensive range of advance
thought, preparation, organisation, and management that can go into defining, creating, and im-
plementing real-world cybersecurity for a professional engagement. There was a clear focus and
intensity felt by participants very much akin to Capture-the-Flag competitions. Several students
described it this way: “During this project | have never been so tired, so frustrated, so mad, so
proud, or so happy”; “I gained technical skills, administration skills, leadership skills, communica-
tion skills, all of it”; I got the shared sense of accomplishment and bonding”; and “I learned how
to be flexible and multitasking and how to work when I was tired”.

However, unlike CtF, intense cybersecurity coverage began well before the real-world event and
continued until well after the event ended. Also, cavalier attitudes towards the engagement were
discouraged by faculty mentors and recognised by students as a real-world risk. This tempered
student actions. Through it all, students gained potentially valuable experience at something not
mentioned in the NICE Cybersecurity Workforce Framework—a context of urgent, critical deci-
sion-making. The heightened sense of criticality related to the actions they performed and infor-
mation they conveyed, as well as the impact on real-time decision-making and the time-pressure
of the ‘live-fire’ event, provided the students the sort of novel, innovative, and possibly disruptive
educational opportunity invited by the NICE Strategic Plan (NIST 2016). The process was also
particularly scalable; the cohort included all computer science and cybersecurity students with the
time and interest to participate, and even a handful of non-computing majors who wanted to learn
more about cybersecurity through practical experience. Voluntary, anonymous feedback from stu-
dent participants suggested they gained experiences like those that might be expected from
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professional internships. Finally, their responses also suggested an apparent shift in perceptions
from a tech-centric view of cybersecurity to one involving important, so-called ‘softer’ profession-
al project skills. Engagement in a real-world situation emphasised the need for effective collabo-
ration and communication. To the degree that exercises, scenarios, or simulations can emulate for
students the same real-world teamwork pressures, they may impart similar student insights and
help better prepare cybersecurity professionals for their future roles.
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